I Claim As My Invention the Following. 



Claim 1 . In a data processor, a system for making an authentic backup file from an 
authorized protected data file, with the data in said authentic backup file translated from 
5 said authorized protected data file to camouflage the source or identity of said authentic 
backup file or its relationship with said authorized protected data file and with indicia 
produced by said translation representing said translation, stored in a recovery address 
group for comparison with a test identifier produced from the current protected data file 
to determine if the current protected data file is the same or different from the authorized 
!5|) protected data file and for access and use of said recovery address group for 
S translation of said authentic backup file to said authorized data file and restoration of 
1 said authorized protected file, comprising, 

r a) means for translation of an authorized protected data file to an authentic backup file, 
W camouflaged to hide its relationship to said authorized protected data file, and for 
jijs storing said authentic backup file; 

^ b) means for producing an identifier from aid authorized protected data file and for 
storing said identifier; 

c) means for producing a test identifier from a current protected data file for comparison 
with said identifier for determining if said current protected file is the same or is different 
20 from said authorized protected data file; and 
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d) means responsive to said comparison for translating said authentic backup file to 
said authorized protected data file for restoring said authorized protected file. 



Claim 2. The system of Claim 1, comprising, 
5 e) means responsive to said translation of said authorized protected data file, and for 
producing indicia representing said translation and for storing said indicia in a recovery 
address group. 

Claim 3. The system of Claim 2, comprising 
i) f) means for accessing said indicia from said recovery data group, and 

g) means for using said indicia for translation of said authentic data file to said 
authorized protected data file. 

Claim 4. The system of Claim 1 , wherein, said means for producing an Identifier 
35 comprises, 

h) means for producing said identifier from at least one attribute of said authorized 
protected data file. 

Claim 5. The system of Claim 4, wherein, 
20 I) said at least one attribute is unique for said authorized protected data file. 
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Claim 6. The system of Claim 1, wherein, 

j) means responsive to said comparison for producing an indication of an unauthorized 
change to said authorized protected data file. 

5 Claim 7. The system of Claim 1 , wherein, 

k) said means for translation includes means for compression or encrypting of said 
authorized protected data file and producing indica representing said respective 
compression or encryption . 

;|o Claim 8. The system of Claim 7, comprising, 

H I) means for storing said indicia in a recovery address group in an active memory, 
r Claim 9. The system of Claim 1 , wherein, 

ill n) said means for translation includes means for creating a new file name or file location 
yi5 for said authentic backup file and storing said new file name or location in a recovery 
address group. 

Claim 10. The system of Claim 1, comprising, 

o) means for producing indicia representing said translation of said authorized protected 
20 data file, and for storing said indicia in a recovery address group in active memory. 
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Claim 11 . A system for restoring an authorized protected data file from an authentic 
backup file, comprising, 

a) means for making an authentic backup file from an authorized protected data file; 

b) means for monitoring a current protected data file for a change in said current 

5 protected file and for making a new authentic backup file in response to an authorized 
change to said current protected data file; 

c) said means for monitoring including means for restoring said authorized protected 
data file with said authentic backup file in response to an unauthorized change to said 

I current protected data file, 
lb 

Claim 12. The system of Claim 11, wherein, 
i d) said means for making an authentic backup file includes means for camouflaging the 
identity of said authentic backup file by translation of said authorized protected data file. 

p Claim 1 3. The system of Claim 1 1 , wherein, 

3 

e) said means for making an authentic backup file includes means for translating said 
authorized protected file to said authentic backup file and for producing indicia 
representing said translation. 

20 Claim 14. The system of Claim 1 3, wherein, said means for storing said indica includes 
means for storing said indicia in a recovery address group in an active memory. 
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Claim 15. The system of claim 14, wherein said means for restoring said authorized 
protected data file includes means for accessing and using said indicia for translating 
said data from said authentic backup file to said authorized protected data file. 

5 

Claim 16. The system of Claim 13, wherein, said means for making said authentic 
backup file includes means to camouflage identity of said authorized backup file. 

Claim 1 7. The system of Claim 1 1 , wherein, 
;|) said means for making an authentic backup file from an authorized protected data file 

PI includes, 

% means for producing an identifier from said authorized protected data file; 
7 said means for monitoring the current protected data file for a change in said current 
W protected file includes means for producing a test identifier for comparison with said 
Jjf5 identifier; 

' means for comparison of said identifier with said test identifier; and 

said means for restoring said authorized protected data file with said authentic backup 
file, restoring said authorized protected data file in response to said means for 
comparison indicating an unauthorized change to said current protected data file. 

20 

Claim 18. A computer program recorded on a medium for use in a data processing 
system, comprising, 
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a) means for translating an authorized protected data file into an authentic backup file; 

b) means for producing an identifier for said authorized protected data file; 

c) means for producing a test identifier for a current protected data file; 

d) means for comparing said test identifier with said identifier; 

e) means responsive to a said comparison for translating said authentic backup file into 
said authorized protected data file and for restoring said current protected data file with 
said authorized protected data file. 

Claim 19. The system of Claim 18, wherein, 

f) said means for translating an authorized protected data file into an authentic backup 
file includes means to camouflage the identify of said authentic backup file. 

Claim 20. The system of Claim 19, wherein, 

g) said means for making an authentic backup file includes means for producing indica 
representing said translation of at least some of the data in said authorized protected 
data file and for storing said indica. 

Claim 21. The system of Claim 20, wherein, said means for storing said indica includes 
means for storing said indicia in a recovery address group in an active memory. 
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Claim 22. The system of claim 20, wherein said means for restoring said authorized 
protected data file includes means for accessing and using said indicia for translating 
said data from said authentic backup file to said authorized protected data file. 

5 Claim 23. The system of Claim 1 9, wherein, said means to camouflage the identify of 
said backup file includes means for changing the relationship between said authorized 
protected data file and said authentic backup file. 

Claim 24. The system of Claim 18, wherein, 
|) said means for producing a test identifier includes means for monitoring said current 

'I 

J protected data file and producing said test identifier in response to a sensing time or an 

I event. 

St 

J Claim 25. A data processing system, comprising, 
is a data processor; 
■ an active memory; 
a static memory; 

an operating system for transferring data to or from said active memory, said data 
processor or said static memory, for data processing or storage; 
20 a program stored in said active or static memory; 

said data processor responsive to said program for translating an authorized protected 
data file into a camouflaged authentic backup file; 
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said data processor responsive to said program for comparing said authorized protected 
data file with a current protected data file and producing an indication of a change in 
said current protected data file relative to said authorized protected data file; and 
said data processor responsive to said indication of a change for reconstructing said 
authorized protected data file fi-om said camouflaged authentic backup file and restoring 
said authorized protected data file. 

Claim 26. A method for restoring an authorized protected data file from an authentic 
backup file, comprising the steps of, 

a) the step of making an authentic backup file from an authorized protected data file; 

b) the step of monitoring the current protected data file for a change in said current 
protected file and making a new authentic backup file in response to an authorized 
change to said current protected data file or producing an indication of an unauthorized 
change made in said current protected data file; and 

c) the step of restoring said authorized protected data file with said authentic backup fife 
in response to said indication of an unauthorized change made in said current protected 
data file. 
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Claim 27. The method Claim 26, wherein, 

d) said step of making an authentic backup file includes the step of camouflaging the 
identity of said authentic backup file by translation of said authorized protected data file. 

5 Claim 28. The method of Claim 27, wherein, 

e) said step of making an authentic backup file includes the step of producing indica 
representing said translation of the data in said authorized protected data file into said 
authentic backup file and the step of storing said indica. 

lb Claim 29. The method of claim 28, including, 

H the step of storing said indica in a recovery address group in an active memory. 

T Claim 30. The method of claim 26, wherein said step of restoring said authorized 

ill protected data file includes the step of accessing and using said indicia for translating 

J5 said data from said authentic backup file to said authorized protected data file. 

Claim 31 . The method of Claim 26, wherein, said step of making said authentic backup 
file includes the step of camouflaging the identify of said authentic backup file. 
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